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Abstract—Blockchain, a distributed database technology 
attracts intensive attention recently. It was first described in 1991 
by Stuart Haber and W. Scott Stornetta, in order to prevent 
tampering for document timestamps [1]. After that, Satoshi 
Nakamoto conceptualized this technology with his work, a peer-
to-peer electronic cash system named as Bitcoin. Due to its 
authenticity, user anonymity and data immutability; this 
technology has also been applied to different areas ranging from 
finance, supply-chain managements to social services. In this 
paper, we propose a blockchain based application for trading 
data, especially health data collected from IoT devices. Our 
application enables the sellers to commercialize their data in 
exchange of the currency produced by the application. The 
application also utilizes smart contracts to establish trust between 
both sides of the exchange. Furthermore, we discuss the security 
and reliability of the system components 
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I. INTRODUCTION
Blockchain is an efficient technology that realizes 

distributed ledger, which is a decentralized and publicly 
available data structure for storing transactions. These 
transactions are verified through a majority consensus.[2][3] 
So once the transactions are written in the ledger, they can’t be 
changed and erased unless someone can take control majority 
of the system at the same time [4]. Blockchain is a read-only 
database system that makes it impossible to create and add a 
fraudulent or incorrect transaction to the chain. This feature 
presents a safe and secure system that eliminates third parties 
along with data immutability and user anonymity. 

Bitcoin is the most popular application of blockchain and it 
took the world by storm when it showed up. After that, mostly 
in finance sector, many other similar implementations 
appeared that uses blockchain technology. Due to its success 
in finance, blockchain’s popularity has surpassed these levels 
and spread in many areas. 

Internet of things network was also affected from 
blockchain technology. IBM states that blockchain allows IoT 
to accelerate transactions and reduce the risk of collusion and 
tampering, which also reduces costs and complexity of 
operations [5]. Nowadays, this technology used for controlling 
and configuring IoT devices [6] and shared economy 
applications [7]. Besides, blockchain has also been used in 
smart buildings and food and pharmaceutical industries [8]. 

Huh, Cho and Kim [6] proposed a blockchain based 
solution for designing an IoT system. They aimed to control 
and configure IoT devices using the blockchain. The system 
uses RSA public key cryptography for managing keys. Private 
keys saved on individual IoT devices. Beside Ethereum 
platform is used for smart contracts and storing public keys. 
They simulated IoT system using Raspberry Pi devices and 
ran a Turing-complete code for smart contracts. However, 
they observed that the transaction time of Ethereum 
blockchain is slow. Thus, they needed a proxy or a large 
storage for saving entire blockchain because of Ethereum’s 
light client protocol supporting issue. 

Dorri et al. [9] proposed a tiered lightweight scalable 
blockchain, the optimized blockchain system, for IoT security 
and privacy requirements. They used a smart home setting for 
IoT applications. The system achieves decentralization by 
forming an overlay network where high resource devices 
jointly manage a public blockchain. The overlay designed as 
distinct clusters to reduce overheads. The cluster heads are 
responsible for managing the public blockchain. In conclusion, 
they observed that the lightweight scalable blockchain 
increases blockchain scalability compared to relevant 
baselines. It also resilient to some security attacks and it 
decreases packet overhead and delay. 

In this paper, we introduce an application of blockchain to 
IoT data. Our application can be considered as a platform in 
which sellers can put data collected from an IoT device for 
marketing, and customers can contact with sellers, examine 
the data and buy it. This platform gives confidence to both 
seller and customer side. Our system uses blockchain 
technology together with smart contracts for reliability of  data 
and secure money transfer. 

The rest of the paper is organized as follows. Section II 
provides an overview of the used technologies. Section III 
describes the design of the proposed system and its scenario. 
Section IV analyzes the system and components' security. 
Finally, Section V concludes the paper and explains future 
work. 

II. DEFINITION
In this section, we give the definitions of the core 

components that will be used to build our platform. 
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