
Cryptographic hash function is a one-way mathematical 
function or an algorithm which produces a unique fixed length 
string of text from a data or a file of an arbitrary length. 
Because the same data always results in the same hash, a small 
change to a data changes the whole hash value. And it is 
computationally infeasible to generate the data from its hash 
value due to the pre-image resistance feature. Also, 
cryptographic hash functions have collision resistance, i.e. it is 
very hard to find the same hash value from any two different 
inputs with any length. 

Digital signature is a mathematical technique for 
validating the authenticity of digital document or message. 
This process is generated as a result of a sequence of 
operations: key generation, signing and verification algorithm. 
In the key generation, public and private keys are computed 
for the user. In the signing algorithm, sender signs the 
document with his private key. After signing, he attaches his 
signature to the document and sends it to the recipient. In the 
verification algorithm, recipient verifies the validity of the 
signature using the signature and the message together with 
sender's public key. A digital signature algorithm is called 
‘unforgeable’ if any message/signature pair (m, s) not exists 
where s was not produced by the legitimate signer. 

Merkle tree is a hash tree that contains hash values of data 
blocks and data blocks’ hashes hierarchically. In Merkle tree, 
every leaf node contains the hash value of a data block and 
every non-leaf node contains the hash value of child nodes. 
Trees are generated by hashing pairs of nodes until there is 
only one hash left, and this hash is called the root hash. It is 
the efficient and secure way to verify the contents of large 
data. Due to this feature, it is preferred in designing the 
blockchain applications. 

Smart contract is a self-executing computer code running 
on top of a blockchain. It contains a set of rules to be executed 
and helps to exchange money, data or anything of value. 
These contracts execute only when certain conditions are met. 
They reduce transaction costs by eliminating the third parties. 
Note that a smart contract can never be changed and no one 
can break the contract. Also it is distributed; the outcome of 
contract is verified by every node on the network. 

Distributed ledger is a decentralized database system for 
recording transactions. Each node of the network can access 
the recordings and own an identical copy. Every changes or 
additions are reflected to each node’s ledger. Periodically, 
nodes construct the transactions and update their copy through 
a consensus algorithm. Once the correct copy has been 
determined, all nodes update themselves with the correct copy 
of the ledger. Cryptographic hash functions and digital 
signatures are used to ensure the security. 

Proof of work is a type of consensus algorithm that is 
used for confirming transactions and producing new blocks for 
the chain. When a new transaction is made, it must be 
validated and written to the block. To do this, users on the 
network try to solve a mathematical problem at a certain 
difficulty level. The user, who solves this problem, earns the 
right to write the next block to the chain. Note that the miners 
are rewarded with the certain amount of currency in order to 
be encouraged for mining. 

III. MODEL
In this section, we explain our model and its core 

components that will be used to build our platform. 

Our blockchain application focuses on trading data 
collected from IoT devices. On this paper, we will go through 
health data for our model. The main goal is to trade the data 
and money successfully in a safe environment. Within this 
aim, we utilize a number of primitives: blockchain for 
immutable and decentralized data storage; smart contracts for 
exchanging data and money authentically; encryption 
algorithms for encrypting and storing data safely; and 
cryptographic hash functions for providing data integrity. 

Our blockchain market model consists three main phases: 

1) Sellers keep their beneficial health data in their devices
in an encrypted form (computers or any other storage units), 
and customers can search existing data on the market. Sellers 
who want to market their data, advertise it with adding small 
information about the data. This information is stored in 
ledger. 

2) If the customer wants to buy a data from the market,
he/she asks samples from seller in order to verify that the main 
data is real and useful. Then, seller sends the sample data to 
customer for examination. 

3) If the customer decides to buy the data after examining,
customer’s money and seller’s data are exchanged through a 
smart contract. 

Note that all the data to be sold is health data and is in a 
specific file extension. These data are kept in sellers' devices 
with an encrypted form. AES-256 symmetric-key algorithm is 
used for encrypting data. So, only the owner of the private key 
can decrypt the encrypted data. 

To prevent data from being altered during shopping and 
storage, a small proof related to data is calculated, and added 
to the market. SHA-256 cryptographic hash function is used 
for calculating the proof of the file. Briefly, the data is divided 
into small pieces. Then the Merkle tree of the data is built, 
based on these pieces. For constructing Merkle tree by using N 
samples  𝑆!,… , 𝑆! , N − 1  operations are required for 
generating the Merkle root 𝑅. The root will be the proof of the 
data. This proof is stored in the ledger with the small 
information mentioned above.  

Every data that is intended to be sold, is offered for sale in 
the market. However, any data presented for sale may not be 
useful. If the customer purchases the data without seeing it, 
there is the possibility of being aggrieved. To prevent this, we 
employ the proof of space concept, which is similar to proof 
of work, but it uses storage instead of computation. 

When a customer wants to buy the data, he selects a 
random number x, between N samples 𝑆!,… , 𝑆!  as the 
challenge, and sends it to the seller. Then, the seller creates a 
proof for the challenge x and sends it to the customer. In every 
tree depth, adjacent nodes are used to calculate the proof. For 
instance, according to Figure 1, for a customer that picks the 
challenge as 2, the proof will be in the following form;  

           [Sample 2, H(1), H(H(3),H(4))]. 
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