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Abstract—Malware authors have been focused on the 

Android operating system since 2011. The operating system has 

dominated the mobile operating system market by 87 percent of 

market share. That causes malware authors to publish new 

100.000 mobile malware each month just for the Android 

operating system. Those threats can harm mobile users in 

different aspects such as stealing their money, stealing their 

private information, disturbing them with advertising content 

and etc. On the other hand, antivirus vendors try to catch and 

fight against those threats. Malware evolve day by day and it 

makes antivirus products evolve to detect their complex 

obfuscated malicious activities and their antivirus bypass 

techniques as well. That is a war between antivirus vendors and 

malware authors. Antivirus vendors can detect a single mobile 

malware using static detection techniques, dynamic detection 

techniques, and anomaly detection techniques. While those 

techniques and correlation of those techniques can help to protect 

against advanced mobile malware, as a mobile operating system, 

Android has some limitations to not let antivirus vendors to 

develop those techniques such as limited battery power, the low 

processing unit, security concept of operating system and etc. 
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I.  INTRODUCTION 

Increasing of the Android operating system usage in the 

world in 2008, it was pointed out for malware authors that it 

would be starting of the new era because mobile technologies 

have been developing and may be replaced with the personal 

computer systems. As the evolution of computer viruses, the 

viruses had the same evolutionary path for the Android 

operating system. First computer and mobile device viruses in 

the world have one simple aim to prove that is the authors’ 

capabilities and experiences on computer systems. Later, 

malware authors had tried to convert those computer skills to 

make financial gain and they had created a market for 

vulnerabilities and data which is gathered from users all over 

the world. 

 

II. HISTORY OF MOBILE MALWARE 

A. Premium Short Message Services 

As always, malware authors have been successfully proved 

that Android operating system vulnerable enough and has a 

big market share among mobile devices. Afterward, the 

malware authors tried to make financial gain just by 

converting their programming skills to money and the new 

market has been created by the malware authors. The 

malicious applications were started with the simple methods 

like sending messages to premium short message 

services(SMS) that was the same procedure as sending normal 

SMS, however, the money was shared between premium SMS 

provider and malware author [1]. Limitations and permission 

restrictions of the Android operating system on sending SMS 

feature of the Android application development process has 

blocked the malware authors to make the more financial gain 

on premium SMS services. 

B. Banking Trojan 

Two-factor authentication technologies and combined 

security of computer and mobile devices became popular in 

2014 and that helps malware authors to create the new term, 

combined malware that was prepared malicious application 

sets which aim to exploit more than one devices. In the 

Android operating system, the security involving short 

messages and/or e-mail contents has been collected by the 

malware authors to access banking accounts of victims [2]. 

C. Ransomware 

Ransomware is a special type of computer virus that 

blocks the system until some agreement are applied between 

victim and malware author [3]. That is mostly financial 

agreements. The increasing popularity of ransomware 

applications that perform on Windows-based operating 

systems in 2013 inspired the malware authors who develop 

malicious applications for Android operating systems [4]. 

However first ransomware application which encrypted all 

files of victims’ mobile device has been spread in 2015 [5]. 

That mechanism was hard to make financial gain because the 

malware authors should have communicated with the victim to 

get money. 
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